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Why do we as advocates
need to care about
technology?



Why care?

t Impacts our daily lives
t helps us in our work
t helps victims feel safer

IT CAN BE RISKY IF NOT WELL
THOUGHT OUT



TECHNOLOGY IS:

Computers
Telephones
TTY Devices
Fax machines
E- mall

GPS

Camera and
Detection Devices

Answering machines
Caller ID

nternet

Panic Buttons

Data Systems

E-911

211




Goals for this training

Put technology on your radar
Discuss technology and its benefits

Share technology risks and include In
safety planning

Discuss resources for victims and advocates
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Isolation

Destroying
your
Property

Limiting Your
ndependence

Intimidation

Sexual
Coercion




Benefits and Risks
of using Corded, Cordless,
Cell Phones and Related
Devices



en@s of Using

Cordless Telephones
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~ Convenience

~ Productivity
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Risks of Using
Cell and Cordless Phones

Losing a call \
Crosstalk \
Loss of legal privilege
Interception




Cordless Telephones

Can be intercepted by:
Scanners
Ham radios

Can be vulnerable to crosstalk heard
through:
Baby Monitors
Other cordless phones



FORVICTIMS

Ask victims If they use them and
Inform them of the risk

Crosstalk
Interception




FOR ADVOCATES

Limit identifying information or escape details
on cordless phones

Be sure the cordless phone has been properly
hung up. For additional safety unplug the
phone

Consider providing cheap corded phones for
staff and volunteers or changing to spread
spectrum phones with frequency of 2.4 Ghz or
better



Cordless Telephones

It Is easy for a scanner to pick up.a baby
monitor. If you have a baby monitor turned on
In a room, a nearby scanner can hearwhatever
the monitor can hear.

Need to check out legal liabilities regarding
privacy rights being compromised because'a
center uses cordless or cell phones.



Risk of using Cell Phones

Can be intercepted by:
Scanners

Can be vulnerable to crosstalk heard
through:
Baby Monitors
Other cordless phones



Risk of using Cell Phones

ANALOG phones are easier to intercept
than DIGITAL, digital channels are
encrypted

Remember that digital phones can change
to analog depending on the location of
the towers



Risk of using Cell Phones

SILENT MODE, AUTO ANSWER

These are two features that newer cell phones have.
When these features are both programmedyinto
a cell phone, an abuser can call the cell"phone it

wonot ring but wi |} b e
This leaves an open line for an abuser to'hear
" everything going on.
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SILENT MODE



FORVICTIMS

Ask victims If use older cell phonefet
them know 1 t0SsS poOSSsSI
conversations to be monitored so they

can limit what they say if they feel
threatened

Ask If she suspects he may be monitoring
her calls (Auto Answer, Silent Mode)



FORVICTIMS

Victims may want to turn off cell phones
when not in use for location safety and
privacy

If there Is a GPS device on the cell'phoneya

victim may want to leave the phone when
she leaves



FOR ADVOCATES

Use high frequency (above 900 Mhz)digital phones

Encourage cell phone companies to provide visible
notice that a tracking system is subscribed.
If using an older phone to respond to crisis calls:
d Use sparingly

d Avoid identifying details




Caller ID

Have line blocking on agency phone lines

Test all lines including fax lines tounsure
line blocking is in effect

Discuss safety planning with victims
around Caller ID

Have an organizational policy about Caller
D: agency line blocking, accepting
nlocked calls, etc.




Generally most phones can be used
safely.

AEach type of phone has its own risks.

AThe more you know and understand the risks,
the better prepared you are to help victims.

ABe aware of what a victim says that may
Indicate a potential problem.



SpoofCard calling cards offers you the ability to
change what someone sees on their caller ID
display when they receive a phone call.

Key Benefits: Make calls truly private, Ability to
record calls, Change vour voice, Fun and
inexpensive, Easy to use and fast to set up!
Instant Access!

WORE INFO.

SPOOFCARD FEATURES:

Caller ID Spoofing
Yoice Changer
Call Recording
Web Control Panel

Mo computer needed! Simply dial the toll free
number from the calling card you purchase.

1.Enter your pin number.

3. Enter Destination number,

2. Enter Any Caller ID Number you wish to display.
4, Choose the voice you would like to use.

5. Your call is connected using the specified Caller
1D Number,

As an added bonus, we offer you the option to
record your conversation For FREE which you can
later retrive by logging-in to your control panel or
calling our 800 number from anywhere,

In addition, we also offer the ability to change
vour voice to sound like a man, a women or
vourself for FREE,

Q Become a Distributor

Control Panel Login
Calling Card Pin:

“ Lost{Forgat PIN

@ BUY INSTANT CALLING MINUTES

@ ADD MONEY TO EXISITNG CARD

@ FREQUENTLY ASKED QUESTIONS

@ INTERNATIONAL RATES
@ CUSTOMER SERVICE
@ PRIVACY POLICY

Purchase $10 Calling Card
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- Free Call Recording
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Purchase $20 Calling Card
- 120 Minutes USA Talk Time| < <eoorcarn
- Caller ID Spocfirg

- Free Call Recording = SN
- Qstomer Senice Support e 5 A%
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Purchase $40 Calling Card
5 2_4PMiEt.t_es LI?A Talk Time| & - SPOOFCARD

% Internet
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\Anonymlzers

Stalkers & Camophone com

¢ Cheap wekbased service spoc’
caller ID using VolP

¢ Web provider keeps no recorc
callers or calls

¢ To make a phone call, you giv: B 13141592653
the following info:

1. Phone number 0
calling

2. Phone number to reach you
3. Caller ID you wish to send

| Answel

2 Send busy

3 Mute
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Answering Machines
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